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To: Ignacio Otegui <nagiao@naqgiao.hk>

Buumanue! HHuugeHT BezonacHocTu Ha ceppepe s219564.hostiman.com

+
HostiMan.ru
3apaecTeyiite., lgnacio Otegui

17 u 18 okTabpa 3N0YMBIIAEHHUKKW MOAYYUAM AOCTYN K 4YACTW Haweid WHPpacTpyKTYps
yepe3z YA3IBUMOCTb B CUCTeMe ynpasneHWd BupTyanuzauyuwein VMmanager 6, koTopasa
MCNONb3YETCH HaMW ANA YrnpaBrieHUs WHPPaAcTpYKTYpol BupTyanuzayuu. [lpobnema
CBA3AaHA MUCKMNYMTEenbHO C xanaTHocTbl pa3pabotumkos VMmanager 6 — ispsystem

BuHumanue! Ecnm Bawa ycnyra omna cozpana 18 okTabpa 20206 roga v nozgHee — Bac
UHLUMAEHT He KacaeTcH.

YTo npouzomno:

3M10YMBILASHHWKM 3aNycTHUAM Ha 4acTW CepBepoB HaWel WHPpAcTPUKTYPu BUpTYanuIauMu
nporpammy ana kKpasu gaHHox. OHa noaknwuana AMCKW KAWEHTCKWX BUPTYanbHbIX
CepBepoB B pPeXUMe TOfbKO fAnA YTEHUd M KOonupoBasna C HMX:

~ naponu, kmawuu goctyna (SSH, API, oBnauHbe cepBucb) W TOKEHDI;

— KOH@MUrypauUuoHHbEe (ains U UCTOPUI KOMAaHA

~ KPUNTOKOWEIbKH

~ NoAb30BaTeNbCKWe (parino .

[:ﬂﬁpEIHHI]IE AdHHBME OTIHpabndAMMCbBE Ha Cceppep 3nA0YyMblUNCHHHUK OB .

K comanenun. Bam ceppep s219564.hostiman.com zarpoHyrt gaHHoi npobnemoii.
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ATaka =zaTpoHyna He BCHW MHPPACTPYKTYPY. A TOMNBKO 4Y4acTb Y3IAOB BUMPTYAMUIALKM .
[locTpaganu knUeHTCKWe ceppepbl. KoTopne HA HUWx pabotanu. [lporpamma Hudero He
MeHAMa Ha gMCKax BUMpTYarnbHX CepBepoB W He 3anyckanacb BHYTpHM HUx. [loatomy Ha
caMom ceppBepe cegoB aATakW HeT. WM oH paboTaeTr kak obmuHo. Ecnu Bm nonyumnu
YyBegomneHe B MYHOM KabDWHeTe., CUYUMTaWTe, 4TO fgaHHbe C ceppepa ObAM CKOMUPOBAaHDI .

laHHNEe HawMxX KAUEHTOB, MNepcoHarfnbHbe gaHHbie W Npo4as WHPopMauUsa. He Dbpna
zaTpoHyTa. HHuMaeHT He kacaetca dBunnuura HostiMan, yreuku c cepeepos nog
ynpaeneHuwem HostiMan He npouasogunoch. 3aTpoHyTe Tonbko KnueHTckWe cepBepa VDS
Ha DOMbUUHCTBE Y310B BMPTYANU3IaLMM -

Uto yme cpenanwu:

Cpa3y nocne obHapykeHUs aTAKM Mbl OTKIANYWMAWM BHEWHWI AO0CTYN K CUCTEMe YnpabBneHHs
BUpTYanu3auMeii, 4yepe3 koTopyw oHa bwna nposegeHa. MmenHo 3To cefiyac zammuwaeT
MHPPACTPYKTYPY OT MNOBTOPHOM aTaku Tem me cnocobom. Mm Taxkme zabnokupobanu B
Hawel ceTW agpec ceppepa 3InoymbiwneHHUWkor. Pabora VMmanager 6 orpaHuuyeHa ¢ Haweid
CTOPOHbI .

Ha Tekymuii moMeHT BeHgop BHNYCTMA MNPOMEeXRYyTOodHbA natd W paboTaet Hag
OKOHYATENbHBM HMCMpaBfeHWeM, mMbl HA cBA3M ¢ HUM. [loka yazeumocTb He bypgeT
MOMHOCTbH YCTpaHeHa, A0OCTYN K CUCTeMe OCTAHeTCHd 3aKpbiThim.

Yo Hy®HO caenaTb Bam”’

[ napHBIA PHACK — B TOM, 4HTO 3INOoLymMblllMEeHHHMEKKMM BOCMOMNb3LHTCH YKpageddbsiMd MaponHdamsmd M
KrAHN4YHamMH . ”ﬂETﬂI‘I‘I!_..] BAHO CMEeHMWMTb Hx KdkK MOHKHO CHOpee.

1. Kpuntokowensku: B nepeym odepeab NepepeguTe CpeacTBa HA HOBHE KOWENbKM .
CO3flaHHbe Ha ApyromMm, YWMCTOM YCTpROMCTBREe.
2. [laponu WM knuuu: cmeHuTe Bce napond., SOH-knwuw. APl-knwun W Tokenn. koTophe
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2. lNaponu W knwuu: cmeHute Bce naponu, SSH-knawuu. APl-kawum u TokeHm. koTopbie
XpAHUNUCb Ha cepBepe: root W nonb3opaTenei. Hazm AaHHLIX, MAHENM YMNpapeneHWs
caiitamu, nouty, obnaunsie cepsuce, CI/CD, nnaTémHbe cUcTeMb.

3. 0r30BUTE CcTapme KAKWYKM, a He NPoCTOo COo3gaiTe HOBbe: B ODNAaYHWX KOHCOMNX,
GitHub/GitLab, y nnaTé&mHbix npoBaigepos .

4. llpopepbTe ®ypHans BXOAOB HA CAaMOM CEPBEPEe W B CepBUCAX. KANYM OT KOTOPbIX Ha
HEM nexand: He DbNO NUM BXOAOB C He3Hakomplx agpecoB nocne 17 oxktabpa. Ecnu
3A0YMBIIAEHHUK YCMNen BOWTWM A0 cMeHbol naponeii. npoBepbTe /.ssh/authorized keys,
HOBbIX MNONb3IOBATENEN, 3IagaHMs Cron v cnaywdm systemd.

5. Ecnu Ha cepbepe BbwiAM nepcoHanbHbe gaHHbe BalKWMX KAMEHTOB. MPOKOHCYAbTUpPYMTEeCh
c wpucTtom ob obazaHHocTu yBegomuTb PockomHagszop.

By momeTe HanucaTb B nogAepHKy. Mbl CMOMEM MOMOYb M3MEHEHWMEM MNaponei .
nepeHacTPOMKOW CAWTOB, HO MPOCUMM YYMTHBATB. 4YTO CPOK peweHWA npobnem byager
yBesfiM4eH B CBA3M C HaArpy3Kol Ha MNoaAepsKy — peKoMeHAayeMm Mepbl onepaTUBHO
NPUHUMATE CBOMMHU CUNAMM .

C ypameHuwem, Baw xocTtuHr—npoeaigep HostiMan.
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